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Abstract 
Cyber World is a kind of trap in which present day students are caught and no exit from this 
trap is visible. No doubt that Cyber World made concepts easy to understand and this world 
is full of new knowledge and attractions. But as it is said that ‘Excess of everything is bad’, 
excess involvement of Cyber World in the life of students is also giving disastrous results. 
Too much use of technology or cyber addiction is hampering the life of students. 
Cybercrimes has been defined as, “Any illegal act fostered or facilitated by a computer, 
whether the computer is an object is an object of a crime, an instrument used to commit a 
crime, or a repository of evidence related to a crime” (Royal Canadian Mounted Police, 
2000). The most popular and innovative creation in the world of technology is Internet. The 
main advantage of Internet is fastest communication but security is the crucial issue on the 
internet. Cybercrimes are increasing day by day throughout the world and are becoming 
more costly for the organizations. The goal of the current study is to demonstrate how 
everyone is impacted by the cyber world. 
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Introduction 
Numerous studies have been done on the various aspects of 
cyberspace, how it relates to social media, and how it affects 
romantic, platonic, and professional relationships. Although 
many observers believe that society's widespread use of the 
internet has gone in the wrong direction, cyberspace has 
created many opportunities for business relationships to 
develop, as seen in the association between Facebook use and 
rising wages in Taiwan (Lin, Le, Khalil, & Cheng, 2012). 
Contradictory findings, however, imply that excessive internet 
use by people might contribute to a decline in social well-
being. To completely comprehend how social media 
influences daily life. 
The growth of the Internet and its accompanying software has 
caused a slight shift in the communication model from a 
centralized "push" mode where messages are sent and 
"Consumed" by target populations to one where messages are 
sent into networks and changed by the recipients of those 
messages. Long- term tactical planning for influence 
operations must now be more tactical in character due to the 
introduction of goods like social networking sites, texting, and 
'communal' gaming sites, which have made communicating 

more immediate. Radical groups have an edge in taking 
advantage of circumstances because of their inherent 
adaptability towards governmental bodies, and one key 
element of influence is getting your interpretation of events in 
front of the public. Naturally, there the growth and extension 
of mobile technologies have had a significant impact on 
information transmission. As a result, it is now possible to 
directly affect people as well as indirectly affect groups (by 
using a tale that is propagated virally across targeted people's 
peer networks). Due to the nature of mobile device usage, it is 
reasonable to believe that a target can be attained every single 
day. Because of the capabilities of this technology, users can 
be targeted on an individual basis or based on their location; 
in fact, when combined with databases and search engines, 
any database criterion that can be connected to user numbers 
can be employed. 
 
Internet Use and Its Effects on Youth 
The information superhighway, or internet, has had a 
profound impact on modern civilization and is one of the most 
important and helpful discoveries of recent decades. The 
expansion of the internet opens up new opportunities for 
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students all around the world to access online information and 
practical books. The internet is a vast computer network that 
is mostly built on wireless communication platforms. It offers 
ubiquity, multi-model, interactive communication at chosen 
times and across space. Thus, the internet develops new 
channels for people to interact, gather, and share social life 
information. It is clear that the internet has changed how we 
live and will continue to do so. Teachers and students gain a 
great deal from the internet's unequalled access to information 
and its capacity to spread knowledge around the world. On 
the internet, there are millions of books, periodicals, and other 
educational resources. Despite its importance for knowledge 
and education, the usage of the internet has numerous adverse 
consequences on people, particularly our young people. This 
is clear when you consider how much time and money 
individuals spend watching pornographic videos and playing 
internet games. A child or student who spends more time 
online than they do on their studies will undoubtedly struggle 
in their academic or educational endeavors. 
You can either become positive or negative based on the 
information you learn online. The majority of cybercrime is 
an attack on personal or corporate virtual bodies that are 
available online that include information on individuals, 
corporations, or the government. Social networking sites are 
used by individuals all over the world for information, 
communications, messages, letters, court summonses, e- 
mails, etc. Modern technology allows all school and college 
classes to be taken online even during a lockdown. Even 
young children are adept at using technology. 
On social networking sites, kids are engaging in a variety of 
activities like playing games, conversing, creating groups, 
video conferencing, creating tik tok, and more. Some people, 
especially youngsters, use technology carelessly or in 
violation of the law to hurt others online by utilizing cell 
phones, laptops, or other devices to harass, threaten, or stalk 
them. 
 
Negative Influence of Cyber World on the Life of Youth 
Mostly our young generation is involved in cybercrimes. 
According to research 63.8% of cyber criminals are using 
Internet for study purpose. As our youth is mostly using 
computer and Internet and are mostly involved in cybercrimes 
so they are mostly affected by these crimes. They are 
effecting personally, socially/culturally and economically. 
They faces psychological problems due to unauthorized 
access mailing, threatening by E-mail pornography, warnings, 
rationally destroy data, complex in operating data and 
transmitting videos. 
Sexting cases are also increasing day by day with the 
advancement in technology. Our youth is mostly effected by 
it. Indecent pictures of children or younger got uploaded on 
internet and then both have to suffer. Young generation is 
mostly involved in these types of crimes. Due to this type of 
cheap actions youth have to face many problems. It causes 
moral disorders. 
 
Cyber Bullying: Cyber bullying as been a growing source of 
concern among educators, parents, and the media over the last 
decade. Cyber bullying is the use of electronic 
communication to bully a person, typically by sending 
messages of an intimidating or threatening nature.  
 
Life Ruining Games: Blue Whale, Momo, Wake Me Up at 
2:40 am, The Silent House, A Sea of Whales etc. 
 

Future Trends in Cyber Crime 
The rate of growth of cybercrime is one of the more 
concerning occurrences. "Last year was the first year that 
cybercrime revenue was greater than revenue from illegal 
narcotics sales, and I think it's more than 
$105 billion," says American financial expert Valerie 
McNiven. She added that. "Cybercrime is moving so quickly 
that the authorities are unable to keep up with it. Professionals 
have recognized the benefits if used properly, thus it is certain 
that the issue will only worsen in the upcoming years. 
Recently, mergers between organized crime and cybercrime 
have received a lot of attention. A relationship like that 
portends a bad odour in the near future. Several criminal 
gangs from Eastern Europe, Russia, and Asia operate there, 
and there is scant regulation. Unfortunately, there are more 
intelligent all-university black hats than ever before, and they 
frequently operate in nations where there is a dearth of legal 
employment and little chance of being discovered. However, 
it is more concerning than ever to be a hacker determined to 
cause significant harm to networks and commit criminality. 
The Internet has made a knowledge base where anyone can 
learn the fundamentals of hacking computer systems and 
several videos that demonstrate how to conduct a buffer 
overflow or man-in-the-middle attack to the near-layman 
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layman. It is intriguing since the biggest obstacle is not those 
who do not take the initiative to research and find new 
accomplishments. In order to better comprehend those 
phenomena that may be significant while investigating the 
cyber environment for the purpose of enhancing societal 
security, this chapter offered a system modeling technique. A 
social system model was presented as a way to approach the 
cyber world, and the complex adaptive system theory was 
used to describe the nature of the cyber world. The chapter 
demonstrated how the social system model might be used to 
identify some of the emergent phenomena of the complex 
cyber world. The model was used to analyse the shift in 
public media coverage of cyber- related news. The system 
modeling technique appears to enable the identification of the 
important cyber world problems. 
 
Conclusion 
People working in the global field need new abilities as it 
becomes more complex. Social networks, businesses, and 
countries with advanced cyber infrastructure are now 
inextricably linked. The modern sphere, where important or 
even crucial actions take place, is formed by that networked 
world. In a bright future, cooperatively acting communities 
work towards a bright future connected across all spheres of 
information exchange that ensures pertinent activity. The 
development and execution of security measures must take 
into account changes in a society's institutions and decision-
making processes. Compared to the other societal institutions, 
cultural systems are more durable. Values and culture interact, 
and they have an impact on social norms. Consequently, the 
security planning and implementation efforts should 
concentrate on cyber safety measures. We humans should 
make wise use of the technology and avoid getting dependent 
on it. It should not interfere with the intellect of the human 
beings. A wise use of technology will make the life simple 
and comfortable. 
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